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Knowing what could make 
software vulnerable to attack



Today Everything’s Connected

Your System is 
attackable…
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When this Other System gets subverted 
through an un-patched vulnerability, a 
mis-configuration, or an application 
weakness…
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What is wrong with this picture?If the weaknesses 
in software were as 
easy to spot and 
their impact as 
obvious as…
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CVE 1999 to 2000to 2011
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Vulnerability Type Trends:
A Look at the CVE List (2001 - 2007)
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Removing and Preventing the Vulnerabilities 
Requires More Specific Definitions…CWEs

Improper Neutralization of Input During Web Page Ge neration ('Cross-site Scripting’) (79)
• Improper Neutralization of Script-Related HTML Tags  in a Web Page (Basic XSS)  (80)
• Improper Neutralization of Script in an Error Messa ge Web Page (81)
• Improper Neutralization of Script in Attributes of IMG Tags in a Web Page (82)
• Improper Neutralization of Script in Attributes in a Web Page (83)
• Improper Neutralization of Encoded URI Schemes in a  Web Page (84)
• Doubled Character XSS Manipulations (85)
• Improper Neutralization of Invalid Characters in Id entifiers in Web Pages (86)
• Improper Neutralization of Alternate XSS Syntax (87 )

Improper Restriction of Operations within the Bound s of a Memory Buffer (119)
• Buffer Copy without Checking Size of Input ('Classi c Buffer Overflow’) (120)
• Write-what-where Condition (123)
• Out-of-bounds Read (125)
• Improper Handling of Length Parameter Inconsistency  (130)
• Improper Validation of Array Index (129)

9

14

19
• Improper Validation of Array Index (129)
• Return of Pointer Value Outside of Expected Range ( 466)
• Access of Memory Location Before Start of Buffer (78 6) 
• Access of Memory Location After End of Buffer (788)
• Buffer Access with Incorrect Length Value 805
• Untrusted Pointer Dereference (822)
• Use of Out-of-range Pointer Offset (823)
• Access of Uninitialized Pointer (824)
• Expired Pointer Dereference (825)

Path Traversal (22)
• Relative Path Traversal (23)

• Path Traversal: '../filedir' (24)
• Path Traversal: '/../filedir' (25)
• <------------8 more here -------------->
• Path Traversal: '....//' (34)
• Path Traversal: '.../...//' (35)

• Absolute Path Traversal (36)
• Path Traversal: '/absolute/pathname/here’ (37)
• Path Traversal: '\absolute\pathname\here’ (38)
• Path Traversal: 'C:dirname’ (39)
• Path Traversal: '\\UNC\share\name\' (Windows UNC Sh are) (40)



Defects

Vulnerabilities can be the outcome of non-secure pr actices and/or 
malicious intent of someone in the development/supp ort lifecycle.

The exploitation potential of a vulnerability is in dependent of the “intent” 
behind how it was introduced.

Exploitable Software Weaknesses (a.k.a. Vulnerabilities)

Intentional
Vulnerabilities

Unintentional
Vulnerabilities

Note: Chart is not to scale – notional representation -- for discussions

EXPLOITABLE SOFTWARE

Intentional vulnerabilities are spyware & malicious  logic deliberately imbedded (and might 
not be considered defects but they can make use of the same weakness patterns as 
unintentional mistakes)



Common Weakness Enumeration (CWE)
� dictionary of weaknesses

– weaknesses that can lead to exploitable vulnerabili ties (i.e. 
CVEs)

– the things we don’t want in our code, design, or ar chitecture
– web site with XML of content, sources of content, a nd process 

used 
� structured views

– provides multiple views into CWE dictionary content  
– supports alternate views – developer/researcher/sub- views

� open community process
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� open community process
– to facilitate common terms/

concepts/facts and 
understanding

– allows for vendors, developers, 
system owners and acquirers 
to understand tool capabilities/
coverage and priorities

– utilize community expertise

Foundation for Foundation for 

otherother DHS, NSA, DHS, NSA, 

OSD, NIST, OWASP, OSD, NIST, OWASP, 

SANS, and OMG SANS, and OMG 

SwASwA EffortsEfforts



Building ships 
only require a few 
skills and basic 
understanding…
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…but sailing ships in the open ocean and 
building commerce and defense capabilities 

based upon them requires 
understanding…
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…of navigation threats…
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…surface maps didn’t 
capture the full set of 
threats and hazards – i.e. 
what was really going on…

…a more insightful …a more insightful 
depiction – one that 
shows what was 
going on under the 
surface – was 
needed…



…so “soundings” were made in important 
areas to identify and locate hidden hazards…



…and warning signals 
to help others avoid 
known hazards were 
erected along with…
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…indicators 
showing safe 
ways to avoid 
the known 
hazards…



Know 
Security 

Weaknesses Know 
Security 
Weaknesses

Know 
Security 

Weaknesses

Know 
Security 
Weaknesses





…but new types of threats and hazards can 
occur in unexpected places and in new ways 
and…
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…some 
threats and 
hazards are 

unpredictable 
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unpredictable 
and 

dynamic…



…so new types of scanning for hazards and threats 
were created to make shipping safer and more 
dependable and secure in more places…



But they also needed to deal with the people that 
were out there trying to locate vulnerabilities and  
weaknesses in their technologies, processes, or 
practices…



…and so they 
also had to deal 
with active and 
intelligent 
threats…
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…with defensive and 
offensive security 
capabilities.
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XSS       
(CWE-79)

Attack (

SQL Injection 
(CWE-89)

Attack
(CAPEC-66)

Security 
Feature
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Attack (
CAPEC-86)

(CAPEC-66)



“For years in computer security, we have 
been attempting to protect the broken stuff been attempting to protect the broken stuff 
from the bad people by placing a barrier
between the bad people and the broken 
stuff. We have failed. Instead, we need to 
fix the broken stuff so that attacking it 
successfully takes far more resources and 
skill than is currently the case.”
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7 Kingdoms

CLASP
Microsoft

PLOVER
OWASP

Protection
Analysis

RISOS

Bishop

Weber

Tool B
WASC
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Tool A

Landwehr

Aslam



PLOVER 
(CWE 
draft 1)

CWE
draft 5

CWE
draft 7

CWE
Vers
1.0

CWE
Vers 
1.5

CWE
Vers
1.11

2005
300 nodes

2006
599 nodes

2007
634 nodes

2008
673 nodes

2009
799nodes

Dec 2010
835 nodes



CWE is Meant for People to Use
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CWE web site visitors by City
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Some High -Level CWEs Are Now 
Part of the NVD CVE Information

NVD XML feeds 
also include CWE
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NIST Special Publications:
SP500-268 CWE
SP500-269 CWE
SP800-53a CVE, OVAL, CWE
SP800-115 CVE, CCE, CVSS, CWE

NIST Interagency Reports:
NISTIR-7435 CVE, CVSS, CWE
NISTIR-7628 CVE, CWE



Idaho National Labs SCADA Report
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16 July 2010
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Industry
Uptake
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CWE



Plus Some Other 
Important Tool 
Players…(Watchfire)

(SPI Dynamics)

Gartner Magic Quadrant
for

Static Application 
Security Testing Tools
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Cenzic
CAST Software
Polyspace
Security Innovation
LDRA
KDM Analytics
SureLogic
Programming Research Inc
SofCheck



CWE Compatibility & Effectiveness Program
( launched Feb 2007)
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29
48

cwe.mitre.org/compatible/
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NIST 
SAMATE
SP 500-267
SP 500-269
SP 500-270

SAMATE 

Center For 
Assure SW
Tool Evaluation 
2007
Tool Evaluation 
2009

CWE
Compatibility 
and 
Effectiveness

CWEs with 

SySA Task 
Force
WhiteBox
Definitions-to-
SBVR-to-
microKDM

CWE 
Validation
Effectiveness 
Testing - ?

Code Analysis Effectiveness Assessment…

SAMATE 
Repository 
Dataset 
(SRD)

Automated 
Test Case 
Generator

NIST SATE
SATE08
SATE09
SATE10

2009

IARPA
STONESOUP-
Securely Taking 
On New 
Executable Stuff 
Of Uncertain 
Provenance

OSD/NII
CWE 
Formalization

CWEs with 
WhiteBox
Definitions

microKDM

All of these are aimed at different aspects of unde rstanding how well tools 
find CWEs in software applications and what can be d one to improve that and 
standardize the process for expressing a tools capab ilities.



CWE Coverage –
Implemented…

© 2011 MITRE



© 2011 MITRE



With all of 
these CWEs, 
where do you 
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where do you 
start?



2009 SANS/CWE Top 25 Programming Errors
(released 12 Jan 2009) cwe.mitre.org/top25/

© 2011 MITRE



20010 CWE/SANS Top 25 Programming Errors
(released 16 Feb 2010) cwe.mitre.org/top25/

� Sponsored by:
– National Cyber Security Division (DHS)

� List was selected by a group of security experts fr om 34 
organizations including: 
– Academia: Purdue, Northern Kentucky University
– Government: CERT, NSA, DHS
– Software Vendors: Microsoft, 
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Oracle, Red Hat, Apple, Juniper, 
McAfee, Symantec, Sun, 
RSA (of EMC)

– Security Vendors: Veracode,  
Fortify, Mandiant, Cigital, SRI,
Secunia, Breach, SAIC, Aspect, WhiteHat

– Security Groups: OWASP, WASC



Main Goals

� Raise awareness for developers
� Help universities to teach secure coding
� Empower customers who want to ask for 

more secure software
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more secure software
� Provide a starting point for in-house 

software shops to measure their own 
progress
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2010
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Background Details to Check Out

� Process description
� Changelog for each revision
� On the Cusp – weaknesses that almost 

made it

cwe.mitre.org/top25
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made it
� Appendices

– Selection Criteria and Supporting Fields
– Threat Model for the Skilled, Determined 

Attacker
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People are Starved for Simplicity
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CWE Outreach: A Team Sport
May/June Issue of IEEE Security & Privacy…
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The Top 25 is not…

� A silver bullet
� A guarantee of software health
� A perfect match for your unique needs

As simple as it seems
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� As simple as it seems
� The only thing to include in contract 

language
� Completely found by tools



The Top 25 is…

� A mechanism for awareness
� A trigger of questions
� A place for mitigations

A conversation starter
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� A conversation starter
� A first step on the long road to software 

assurance



CWE Top 25 2011

� Starting this week
� Utilizing the Common Weakness Scoring 

System (CWSS 0.2) as under-pinning
� Will have numerous “Top 25’s”

Including one for Web Applications
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– Including one for Web Applications

� Final "master" Top 25 list, will leverage 
combined score from multiple vignettes. 

� No fixed date for release of the 2011 Top 
25 at this point, may take 2 to 3 months. 



Web 

Browser

Archetypes:  
• Web Browser User Interface
• Web Servers
• Application Servers
• Database Systems
• Desktop Systems
• SSL
• Internet
• DMZ
• Intranet

Common Weakness Scoring System ( CWSS)
Vignettes:  
1. Web-based Retail Provider
2. Intranet resident health records 

management system of 
hospital

Web 

Browser

Web 

Browser

Web 

Browser

Web 

Browser

Browser

Web 

Browser

Web 

Browser

1
2



Questions?
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ramartin@mitre.orgramartin@mitre.org


